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Functional Verification
Property-Based Verification


Safety:

�

Memory:

Array bounds checks

�
Pointer safety


Type

Narrowing Type-Cast

Units/dimensions


Variable initialization-before-use

�
Numeric:


Partial operator/function domain errors

Overflow

�
Underflow

Precision


Exception Handling

Environment Compatibility:


Correct Operating System

�
Correct Hardware

�
Necessary Libraries Installed

Correct Versioning

�
Correct Parameter Conventions

�

parameter ordering

parameter alignment


Communications

�

Integer byte-ordering

Integer/Floating Point size


Security:

�

Communications

�
File System Use

Printing

GUI

�
OS Environment

�
Authentication

Reporting/Logging


Resource Limits:

CPU (Termination)

�
Response time

Memory/Stack

Disk

Bandwidth

Bus


Equivalence:

Showing a program/function is

�

equivalent to an abstract specification
�

Refinement:

Showing a program/function

�

implements one of the allowed

behaviors of an abstract specification


Liveness/Progress:

Deadlock

Livelock

Race Conditions/Critical Sections
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for (i=0; ...
  x[i] =...
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FOR i:=1 TO N 
  mu[i] := ...
(* POST ...

Mops Verification CG

Annotation Propagation

input specification

Modula-2 codeannotated

first order logic

x ~ N(mu,sigma)
max pr(x | mu..

forall I : int &
  asize(mu) = N 
 and ...

Safety
policy

Domain
theory

E-SETHEO

AutoBayes
Synthesis System
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3.1.1 Array Bounds Safety Policy
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Ò n.q � ÌGr � Í�gBq#cIa¹À·¸�`�¿�llÀip"sjtvu Õ7w v�Ò�n	q � Ì"r � Í�¸¾Àr¼Nl�`2uNp�`|À·¸»¶¹¸k`|¿�¼2d¶�h*c `2a�c�u pXa�`1q#c a�^Y`2a�^=`�a�usb*dÁ¼½À-¸Á¿êº*a¹ÀÉ¶U`�aEr_c axdk`�m�¸kl�g�l�`2us��¸Á¿�¸¾¿*m¶�h*cbÀ�e�ÀÉ¶�c u�À�Òxu z�{ w ¼½¿;ryq � ÌGr � Í%u zjt2gZt1{ w v � h*c'Àib*��À�e¨ÀÉ¶�c�u�À�¼�a�c
�o¼½Àic�rU`|¿1¶�h*c~Àib*p�c a�p�`�À·¸»¶¹¸�`�¿�g2uN`�r_c�d�c�d¾¸�u�¸¾¿�¼½¶¹¸k`|¿Vg|¼½¿;r-Àic�u;¼½¿±¶¹¸kl¶ia�c�cLlÒ¼�d�l b*d¾¸Dv9z c�p�cl¿;r¨¸¾¿*m�`�¿�À�e�¿A¶i¼�lµ¶¹¸kl$lEho¼1ai¼2lµ¶�cIa¹¸ÁÀÉ¶¹¸kllÀs`2^%¶�h*c¸¾¿*p_b�¶�^=`�a�usb_d.¼�gØ¼½¿�`�p¨¶¹¸�u;¼�d¦ÀilEh*c�r_b*dkc�^Y`2a°cÒ¼2lEh-`2^�¶�h*c�r�¸�{Bc a�cµ¿±¶ÀÉ¶iai¼½¶�c m|¸kclÀ�¸¾À�Àic�dkc�l�¶�c�rVv � h*clÀic0r�¸�{Bc a�cµ¿±¶\ÀilEh*c�rXb*dkclÀsh�¼�q#cL��c�cl¿
l�`2uNp*b�¶�c�rW^ta�`�u cIy_p�cIa¹¸�uNcµ¿±¶i¼�d�r�¼W¶i¼�b�À·¸Á¿_m(u;¼�lIh�¸Á¿_cMdkcÒ¼1a¹¿�¸¾¿*m
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B�C�EGFIHKJ9�eN �	�v�R��� H�T�EO]9J�VOY�X � T"VWVSX"Y-TZY�J��;�7XS�SJO� �	�y� P4QIJ?TZVWVIX"Y-T�Y�C�XGV�EZH�T�[:Q � X"H�Y�QIJ%��Xe�IJG�

¶�c lIh�¿�¸��.b*clÀ�u z7� w v��}c�lÒ¼�b�Àic\¼2dkd�`�^~¶�h_c-Àib*��À�e�ÀÉ¶�c u�À�|�`2a�~0`|¿M^Y`2ain
u
b*dÁ¼�À~¸¾¿Ll�dÁ¼2b�À¹¼�dØ¿*`�a�u;¼2d_^Y`2a�u Å2����w�ÉIgÇ¶�h_c'º*a¹ÀÉ¶�`2aEr_cIa}^=`�a�usb_d.¼¸¾À�º*a¹ÀÉ¶�l `|¿�q#c a·¶�c�r1¸¾¿A¶�`p����w-b�À·¸Á¿_m)¶�h_c�uN`�r_b_d�c}w�dk`�¶·¶�c aDu � z w v½Ò n
�XÒ ��  Ò�¡q¸¾À�`|¿_c�`2^�¶�h*c�uN`�ÀÉ¶ p�`�|�c ai^Yb*d�¢ �#£ À�e¨ÀÉ¶�c�u�ÀK¼�q|¼½¸�dÁ¼��*dkc¼½ÀUho¼½À ��c�cl¿êÀih*`�|%¿ê¸¾¿�a�c l�cl¿A¶-¸¾¿A¶�c a¹¿o¼W¶¹¸�`�¿o¼�dö¶�h*c�`�a�c�u pXa�`�q±¸¾¿*m
l `�uNp�cµ¶¹¸»¶¹¸k`|¿�À4u Õ�w v

¡ b¨¶ `2^�¶�h*c#¤7� p_a�`.`�^Ø¶i¼�Ài~±À `2^�`2b_a�c y�¼�uNp*dkc�g�Ò�n	q � Ì"r � ÍLl�`�b_dtrÀi`2dkq#c#¤>¥�¦2b�§�`�u�¦K§n¨�l-¦2dkdfeU|�¨�§�hR¦�a�bZ©_nc§n¨kuNc�d�¨�uy¨�§ `�^"¤7s�ªic�l `�©;r�ª�`�©
¦�t-s�s�sR«Mh*�2v��Xb�©;�}d�¦�rXc°|}`2a�~jª	§�¦�§n¨k`7©�v¬«M`�ª	§}`2^e§�h*c#§�¦7ªi~jª�l�`�b_dtr
��c�ªi`�dkq#c�rv¨�©v¦2��`�b�§�`�©_cpªic�l�`�©*rVg_�*b�§#ªic�q#c a�¦�de§�¦�ªi~jª�§�`.`2~Lb*p­§�`
Õ s®ªic�l�`7©;r�ª�v � h*c�¦�q#c a�¦�m�c�c�d�¦2p�ªic�rsp_a�`.`�^G§n¨kuNc}|#¦�ª¬¤j¯ � ªic�l�`�©*r�ª�v
� h_c
a�c�u�¦�¨�©Z¨�©*mL^=`2b_aUpXa�`.`2^°§�¦7ªi~jª a�c��.bZ¨fa�c�r?ªi`2uNcsu�¦7©�bZ¦2d�pXa�c n
pXa�`.l�c-ª.ª.¨�©*m�¦7©*r4ªip�c�l�¨ ¦�djª	§ia�¦�§�c�m7¨�c�ª ��c ^=`�a�c�§�h*c e l�`�b_d�rx��c�p_a�`1q#c-©
¦�b�§�`2u�¦�§n¨kl�¦2dkdfe.v:z�b_c°§�`�§�h*c½�;c y�¨k�*dkc¬¦�a�lEhZ¨�§�c�l�§�bXa�c}`�^�Ò n.q � ÌGr � Í g
§�h_c-ªic�ª	§�c�pZª�l�¦�©j��c#¨�©*l�`�a�p�`2a�¦K§�c�ry¦7ª°©*c |xª	§ia�¦K§�c�m�¨kc-ª�v��X`Xg>¨�©±§�h_c
©_c�¦�a ^=b�§�bXa�c�gB|�cjcIy_p�c l�§�§�`$��c�¦��*dkc±§�`$h"¦7©*r_dkc�¦�dkd p_a�`.`2^¬§�¦7ªi~jª
¦�b�§�`2u�¦�§n¨kl�¦2dkdfe.v

4. RELATED WORK² c�¦�a�cp©_`7§�¦�|#¦�a�c�`�^°¦7©.e$`7§�h*cIa�|}`2a�~�§�`y¦2b�§�`�u�¦�§n¨kl�¦�dkdkeMc y�n
§ia�¦�l�§½~j©*`�|�dkc�r_m2c#¦2��`2b�§:§�h*c}p_a�`�m�a�¦2u b�©;r_cIa l�`�©�ª	§ia�b*l�§n¨k`7©
^Ya�`2u
§�h_c±ª�e�©i§�h*c-ª.¨�ª�p_a�`.l�c-ª.ª�gV|�h*c1§�h*c a�^=`2a�l c a.§n¨�³;l�¦K§n¨�`7©&`�a�^=`�a�`7§�h_c a
p_b_a�p�`7ªic-ª�v   `�|}c�q#c a�g�§�h*c a�cp¨�ª�¦jd ¦1a�m�c4©�b*us��cIa�`2^½r�¨�{Bc a�c�©j§�¦�p_n
pXa�`>¦�lIh_c-ª0|�h�¨�lEh;ªih"¦1a�c&c�¨�§�h_c a´§�c�lIh�©Z¨��.b*c-ªL`�a�m�`�¦2d�ª0|�¨�§�hÔ`�bXa
|}`2a�~�v

� h_c°¦2p*pXa�`>¦�lIh�uN`�ª	§Vl�dk`7ªic�dfeUa�c�d�¦�§�c�r�§�`�`�bXanªS¨�ª�p_a�`.`2^tn²l�¦�aiaie�¨�©*m
l `�r_c |�h�¨�lEh$h"¦7ª�¦2dfa�c�¦�r�eL��c�c-©0r�¨�ªil�b�ª.ªic�r´¨�©v�Xc�l1§n¨�`7©�z.v z�v   `�|�n
c q#c a�g_r_b_c�§�`±¨�§nª�^=`.l bZª�`�©0uN`��Z¨kdkc�l�`�rXc�g £ �#��l�`1q#c anª�u�¦�©.e´¦7ª�n
p�c l�§nª�|�c�¦�a�c ÅDl b_aia�c-©i§�dfe*Ée©*`�§:¨�©i§�c a�c-ª	§�c�r�¨�©�g2c�v m_vkg#c ojl-¨kc-©i§ p_a�`.`�^
a�c p_a�c-ªic-©i§�¦K§n¨�`7©y¦7©*rsp_a�`.`�^�lEh*c�lE~j¨�©_m_v:µ2§°¦2d�ªi`�|�`�a�~jª½`7©R§�h_c�dkc�q#c�d
`�^�`��j¶�c l�§xl�`�r_cj`�ap§�eXp�c�r%¨�©j§�cIa�uNc�r�¨�¦�§�c
d�¦7©*m2b"¦�m�c-ªLÅDc�v m_vkg�w�d�¨�©i§
u z�· w Ép¦7©;r?¨�ª®§�h�bZª�l�`�uNp_d�c uNc-©i§�¦�aiev§�`$`�bXa�¦2p_p_a�`�¦2lEh�vR�}c a.§n¨f^Ye�n
¨�©_mxl `�uNpZ¨kdkc anª#¦�ª � `2b*lEhZª	§�`7©*c4u ¥ w `2a#��e_l d�`7©*c4u�t ��w l�`2b*d�rNl�`�©�ªic n
�.b_c-©i§�dke���c}bZªic�r�§�`Dªih*`�|¸§�h"¦K§I§�h_c�ªn¦�^Yc�§�e�p�`2d�¨�lIe
c�ª	§�¦2�*d�¨�ªih*c�r
`�©
§�h_c#ªi`�bXa�l�c�l�`�r_c�dkc�q#c�d�¨�ª¬©_`7§½l�`�uNpXa�`�uy¨�ªic�rs�.e�§�h*c�l `�uNpZ¨kd�¦�§n¨k`7©
ª	§�c p�v

¹ `�|�aie�c�§I¦2dDvju�t�· w p_a�c-ªic�©j§I¦7©�¦�p*pXa�`>¦2lEh�^=`�a�l�cIa.§n¨k^te�¨�©_m°r_`�u�¦�¨�©_n
ªip�c l-¨�³;l�p_a�`2p�c a.§n¨kc-ª |�hZ¨klEh�¨�ª �"¦7ªic�rs`�©±¦2�Zª	§ia�¦�l�§°¨�©j§�cIa�p_a�c�§�¦K§n¨�`7©�v
� h_c e�lEh*c lI~Rp_a�`�m�a�¦2uyª$^=`2aj»I�i��¤L��¶I��»��I�Dâ2g®¦7© c yj§�c-©*r_c�r*§�e_p�c
ªn¦1^=c�§�espXa�`�p�c a.§�e.vº¡�§�h_c aºªn¦�^Yc�§�exp_a�`2p�c a.§n¨kc-ª�l�¦7©�¦2d�ªi`U��c�c-©_l�`�r_c�r

¨�©&cIy�§�c�©;r_c�r?§�eXp�cRª�e�ª	§�c�uyª�¦7©;r?§�h*c�©�lEh*c lI~#c�r�qj¨�¦�ÅDc yj§�c-©;rXc�r;É
§�eXp�c®¨�©X^=c a�c-©_l�c�¦2dkm2`2an¨�§�h*uyª�v��Xb_lIh­¦2p_p_a�`�¦2lEh*c-ª�h"¦�q#c ��c�c-©Mb�ªic�r
§�`Uªih_`1|Ug�^=`2a
c y�¦2uNp_dkc�g�b�©Z¨�§4¦7©*r�r�¨kuNc-©�ª.¨k`�©"¦�d¬ªn¦1^=c�§�e*u z7¥�g#tK¥ w
¦7©*r$uNc uN`2aie�ªn¦1^=c�§�e5u � ¤ w v   `�|�c�q�c a�gi§�h*c-ªic®¦2p*pXa�`>¦�lIh_c-ª�bZªibZ¦2dkdfe
¦2d�ªi`$a�c��.bZ¨fa�c�¦2r*r�¨�§n¨k`�©Z¦2dº¦�©Z©*`�§�¦�§n¨k`�©�ª�g�c2v mXvkgS§�e_p�c
r_c l�d�¦�a�¦�§n¨k`7©Zª�v
«M`2a�c `�q�c a�g�uN`7ª	§j`2^D§�h*c u»¦1a�c0a�c-ª	§ian¨kl�§�c�r¸§�`5¦5ªip�c l-¨�³;lvªn¦1^=c�§�e
p�`�d�¨kl ex¦�©;rM§�h�bZªxdkc-ª.ªjm�c�©*c a�¦�d�§�h"¦7©®pXa�`.`2^Yn²�Z¦7ªic�r®l�c a.§n¨�³;l-¦�§n¨k`�©
¦2p_p_a�`�¦2lEh*c-ª�v

«U¦7©.e&a�c�q#c anªicLc-©_m�¨�©*c�cIan¨�©_m5¦2p*pXa�`>¦�lIh_c-ª4§iaie9§�`�a�c�l�`1q#c ax^=`�ain
u�¦2d°ªip�c�l-¨�³*l�¦�§n¨k`�©�ªx^ta�`�u l�`�rXc�v-Ã®¦�©Z©_`�r@¦7©*r¸�}h*c-©_m@u�t�t w bZªic
¦�ª	§ia�`�©*m2c-ª	§Up�`7ª	§�l�`�©*r�¨�§n¨k`�©�p_a�c�r�¨�l-¦�§�cR§ia�¦�©Zª�^Y`2a�uNc a�§�`­ªib_p*p�`2a.§
r�¨�{Bc a�c�©j§Va�c�q#cIanªic�c-©_m�¨�©*c c an¨�©*m�§�¦7ªi~jª��_b�§e§�h*c-¨fa:¦�p*pXa�`>¦2lEh�ª	§n¨kd�d#a�cIn
�.bZ¨fa�c-ª¬¦�r_r�¨�§n¨k`�©"¦�d*u�¦�©XbZ¦2d�¦7©�©*`7§�¦K§n¨k`�©Zª�ÅDc�v m_vkg�dk`.`�py¨�©�q�¦1an¨�¦7©i§nªEÉIv
Ò an©Zª	§�c�§®¦�dDvWu { w §iaie´§�`y¨�©_^Yc a®ªib_lIhU¨�©�q7¦�an¨�¦7©i§nª�rXe�©"¦�uy¨�l-¦2dkdfe.g*b�ª�n
¨�©*m9¦-m�c-©_c a�¦�§�c n¼¦�©;rXnc§�c-ª	§y¦2p*pXa�`>¦�lIhVÓ0p�`�§�c-©i§n¨�¦2d#¨�©�q�¦1an¨ ¦�©i§nª�¦�a�c
m�c�©*c a�¦K§�c�r�^Ya�`�uo¦Uªic�§
`2^°p"¦K§.§�c an©ZªR¦7©*r�lIh_c�lE~#c�r@¦�m>¦7¨�©�ª	§jp_a�cIn
qj¨k`�bZªidfe�l�`2dkd�c l�§�c�r-a�bZ©_nc§n¨kuNcp§ia�¦2l�cR¨�©_^=`�a�u�¦�§n¨k`�©Vv   `�|�c q#c a�gO§�h*c
¨�©_^Yc aia�c�rspXa�c�r�¨kl�¦K§�c-ªº¦�a�c#©_`7§�p_a�`1q#c�©4§�`���c#¦2l�§�bZ¦2dkdfe4¨�©�q7¦�an¨�¦7©i§ºªi`
§�h"¦K§�§�h_c�¦2p_p_a�`>¦�lIh?¨�ªD©*`�§�ªib�¨�§�¦��*dkcU^=`�a l�cIa.§n¨�³*l�¦�§n¨k`7©�p_b_a�p�`7ªic-ª�v
w�d�¦7©Z¦2m>¦�©¸¦7©*r ¹ c-¨�©*`Mu�t-s w r_c-ªil an¨k��c�¦´ª.¨�uy¨kd�¦�a�ª�e�ª	§�c�u�g   `�b;r�¨fn
©Z¨Dg�§�`yªib*p*p�`�a.§�§�h*c-¨fa�Ò����#½7¾>¦�q7¦jq#c an¨�³;l-¦�§n¨k`�©?ª�e�ª	§�c�u�v   `2b;r�¨�©�¨
¦2d�ªi`�b�ªic-ª°¦�m2c-©*c a�¦K§�c n¼¦7©*rXnc§�c-ª	§º¦�p*p_a�`�¦2lEhs�_b�§W§�h_c�§�c-ª	§�p*hZ¦7ªic}a�cIn
d�¨kc-ª}`7©0Ò¬�Z�#½�¾>¦�q�¦®§�`UpXa�`�q�c�§�h_c�¨�©�q7¦�an¨�¦7©i§nª�v   `�|�c�q#cIa�g   `2b;r�¨�©�¨
r_`.c�ª4©_`7§�b�ªicNr_`2u�¦7¨�©&~j©_`1|�dkc�rXm�c�¨�©5§�h*cjm2c-©*c a�¦K§�cNp*hZ¦7ªicy¦�©;r
¨�ª#§�hXb�ª�a�c-ª	§ian¨kl�§�c�rv¨�©v§�h_c�~j¨�©;r0`�^º¨�©Xq7¦�an¨�¦�©j§nª#¨�§°l�¦�©Ma�c�l�`1q#c a�v

¡ ��qj¨�`2bZªidfe.g½`�bXaja�c-ªic�¦1a�lIh¿¨�ª�¦�d�ªi`&a�c�d�¦�§�c�rx§�`5ª	§�¦7©;r�¦�aEr®p_a�`�n
m2a�¦�u q�c an¨�³;l�¦K§n¨�`7©�v   `1|}c�q#c a�g°pXa�`�m2a�¦�u q�c an¨�³;l�¦K§n¨�`7© l�`�©_l�c-©Xn
§ia�¦�§�c�ªU`�©Mªih_`�|�¨�©_mM^=b_dkd�^YbZ©_l�§n¨k`�©"¦�d�c-��b�¨kq�¦�d�c�©*l�c
`2aUa�c�³Z©*c�uNc-©i§
��c�§�|�c�c-©yªip�c l-¨�³;l�¦K§n¨�`7©Zª�¦7©;r
p_a�`�m�a�¦2uyª�v � h�¨�ª°¨�ª¬§ia�b_c�c-ªip�c�l-¨�¦2dkdfe
^=`�aU¨�©i§�c�m2a�¦K§�c�r r_c q#c�dk`�p_uNc-©i§1½�p_a�`.`�^Uc-©�qj¨fa�`�©*uNc�©j§nª�¦�ª0^Y`2a0c y�n
¦2uNp_dkc�§�h*c�ÀpµkÁ�ª�e�ª	§�c uÂu � t w v�«M`2a�c�`1q#cIa�g*pXa�`�m2a�¦�u q#c an¨�³;l-¦�§n¨k`�©
ª�e�ª	§�c�uyªNbZªibZ¦2dkdfeµ`7{Bc a�©_`Mªib*p_p�`2a.§y§�`5³"©;rx¦7©*rx§�`�^=`2a�u�¦�d�¨�� c
§�h*c ^YbZ©*l1§n¨�`7©"¦�d>ªip�c�l-¨�³;l-¦�§n¨k`�©�ª:¦7©*rp¦2b_y�¨kd�¨�¦�aiep¦�©Z©_`7§�¦�§n¨k`7©Zª�|�h�¨�lEh
|#¦�ªD§�h_c�`2an¨km7¨�©Z¦2d�uN`7§n¨kq�¦K§n¨k`�©M^Y`2a°`�bXa�¦�p*pXa�`>¦2lEh�v

µ¼§R¨�ª�ªi`�uNc1§n¨�uNc�ªsp�`�ª.ª.¨k�_d�c´§�`�c-©*l�`�rXcv¦�ªip�c�l�§nªj`�^�§�h_c­ªn¦1^=c�§�e
p�`�d�¨kl e?¨�©i§�`�§�h*c�dk`�m7¨klsbZªic�rU¨�©5¦jpXa�`�m2a�¦�u q�c an¨�³;l�¦K§n¨�`7©%ª�e�ª	§�c u�v
w*`�asc y�¦�uNp*dkc�gº¨f^�Á�z�«Ã¨�ª±©_`7§R¨�©i§�c a�pXa�c�§�c�r@¦�ªsuNc a�c�ª�e�©i§�¦2l�§n¨kl
ªib*m�¦�a�^=`�a�l�d�¦7ª.ª.¨kl�¦�d�dk`�m7¨�l��_b�§#¦�ª�©*`7§�¦K§n¨k`�©0^Y`2a#§�h_c�§�h_a�c�cIn�q7¦2dkb_c�r
dk`�m7¨�l(`2^
p"¦�a.§n¨�¦�d�^=bZ©_l�§n¨k`�©�ª�Å ¹I£ w�É5u z w g�¦WpZ¦�a.§n¨�¦2dUl�`�aia�c�l�§n©_c-ª.ª
p_a�`.`�^®¨�©*Ä(Í �XÐ ¦�dfa�c�¦�r�e®m�¨kq#c-ªN`2p�c a�¦�§�`�a�ªn¦�^=c1§�e.v   `�|}c�q#c a�g¬¨�§
¨�ªp©*`�§�l�dkc�¦�aU|�hZ¦�§�`7§�h_c a�ªn¦�^Yc�§�e�p�`2d�¨kl-¨kc-ª�l�¦�©(��c
c-©*l�`�rXc�r9¨�©i§�`
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